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Introduction
This document provides configuration examples of port mirroring and flow mirroring.

Prerequisites

The configuration examples in this document were created and verified in a lab environment, and all
the devices were started with the factory default configuration. When you are working on a live
network, make sure you understand the potential impact of every command on your network.

This document assumes that you have basic knowledge of port mirroring and flow mirroring.

General restrictions and guidelines
Example: Configuring local port mirroring

Network configuration

As shown in Figure 1, configure local port mirroring to monitor the Internet traffic and bidirectional
traffic of the Marketing department and the Technical department.

Figure 1 Network diagram
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Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration example
is applicable:



Hardware
SC 3570 switch series

SC 5525 switch series

SC 5520 switch series

SC 3170 switch series

SC 3130 switch
series

Restrictions and guidelines

Software version

Release 11xx

Release 63xx, Release 65xx,
Release 6615Pxx, Release
6628Pxx

Release 63xx, Release 65xx,
Release 6615Pxx, Release
6628Pxx

Release 11xx

Release 63xx

When you configure local port mirroring, follow these restrictions and guidelines:



e Alocal mirroring group takes effect only when you configure both source ports and the monitor

port for the group. When you configure the monitor port, do not use a port of an existing
mirroring group.

e  Use a monitor port only for port mirroring, so the data monitoring device receives and analyzes
only the mirrored traffic.

. For the correct operation of port mirroring, disable the spanning tree feature on the monitor port
if it is a Layer 2 interface.

Procedures

# Create VLAN 2, VLAN 3, and VLAN 5.

<DeviceA> system-view

[DeviceA] vlan 2 3 5

# Create VLAN-interface 2 and VLAN-interface 3, and assign IP addresses to them separately, which
will act as the gateways for VLAN 2 and VLAN 3 separately.

[DeviceA] interface vlan-interface 2
[DeviceA-Vlan-interface2] ip address 10.1.1.1 24
[DeviceA-Vlan-interface2] quit

[DeviceA] interface vlan-interface 3
[DeviceA-Vlan-interface3] ip address 12.1.1.1 24
[

DeviceA-Vlan-interface3] quit

# Create VLAN-interface 5, and assign IP address 56.56.56.5 to the interface.
[DeviceA] interface vlan-interface 5

[DeviceA-Vlan-interface5] ip address 56.56.56.5 24
[DeviceA-Vlan-interface5] quit

# Assign GigabitEthernet 1/0/1 to VLAN 2, GigabitEthernet 1/0/2 to VLAN 3, and GigabitEthernet
1/0/4 to VLAN 5.

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port access vlan 2
[DeviceA-GigabitEthernetl/0/1] quit

[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port access vlan 3
[DeviceA-GigabitEthernetl/0/2] quit

[DeviceA] interface gigabitethernet 1/0/4
[DeviceA-GigabitEthernetl/0/4] port access vlan 5
[DeviceA-GigabitEthernetl/0/4] quit

# Configure GigabitEthernet 1/0/3 as a trunk port, and assign it to VLAN 2 and VLAN 3.
[DeviceA] interface gigabitethernet 1/0/3

[DeviceA-GigabitEthernetl1/0/3] port link-type trunk

[DeviceA-GigabitEthernetl1/0/3] port trunk permit vlan 2 3
[DeviceA-GigabitEthernetl1/0/3] quit

# Configure GigabitEthernet 1/0/1 and GigabitEthernet 1/0/2 as the source ports of the mirroring
group.

[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 gigabitethernet 1/0/2
inbound

# Configure GigabitEthernet 1/0/3 as the monitor port of the mirroring group.

[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/3



# Disable the spanning tree feature on GigabitEthernet 1/0/3.
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl1/0/3] undo stp enable
[DeviceA-GigabitEthernetl1/0/3] quit

Verifying the configuration

1. Display information about mirroring group 1 on Device A.
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
GigabitEthernetl/0/2 Inbound
Monitor port: GigabitEthernetl/0/3
2. Use Wireshark for packet analysis:

# Ping 56.56.56.6 from a Technical department host (10.1.1.2). (Details not shown.)
# Use Wireshark on the data monitoring device to capture the ping packets.

Figure 2 Ping packet analysis in Wireshark

[ Intel(R) Gigabit CT Desktop Adapter: \Device\NPF_({808C8880-075D-4B9B-ACDE-523EFELC2079} [Wireshark 18.1 (SVN Rev 43946 from /trunk-1.8)] —@ﬂg}
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help Fas
Buoed EEXEE AesDTL Qe | & ®EB%| 8
Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -

B e me —— mm e NP ims s mmpmem e e memmmmg e g mmg e e
9 6.3804660010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) request id=0x0199, seq=4/1024, ttl1=255 =
BESE2 6 (ping) request =0x0199, seq=5/1280, tt
.7851550010.1.1.2 .56.56.6 ICMP 98 Echo (ping) request 1d=0x0199, seq
12 6.9874960010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) request id=0x0199, seq=7/1792, ttl=255
13 7.1900520010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) request id=0x0199, seq=8/2048, ttl1=255
14 7.3924880010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) request id=0x0199, seq=9/2304, ttl=255
15 7.5949790010.1.1.2 56.56.56.6 ICMP 98 echo (ping) request 1d=0x0199, seq=10/2560, ttl=255 v

@ Frame 10: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
@ Ethernet II, Src: Meiko_00:25:01 (00:00:fc:00:25:01), Dst: Hangzhou_bl:dl:c4 (Oc:da:41:bl:dl:c4)
|| @ Internet Protocol Version 4, src: 10.1.1.2 (10.1.1.2), Dst: 56.56.56.6 (56.56.56.6)
|| @ Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: 0x303f [correct]

Identifier (BE): 409 (0x0199)

Identifier (LE): 39169 (0x9901)

Sequence number (BE): 5 (0x0005)

sequence number (LE): 1280 (0x0500)
@ Data (56 bytes)

m

(© | File: "C:\Users\sKHZSO\AppData\Local\Téi I”;ci(;rs:igér[is;la;d: 59 Marked’;]’D’ropped: 0 | Profile: Default

The analysis shows that the data monitoring device can monitor the packets sent from the
Technical department.



Configuration files

(D IMPORTANT:
The port link-mode command is not supported on the following switches:

e SC 3130 switch series.

vlan 2
vlan 3

vlan 5
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3
ip address 12.1.1.1 255.255.255.0
#
interface Vlan-interfaceb
ip address 56.56.56.5 255.255.255.0
#
mirroring-group 1 local
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl1/0/3
port link-mode bridge



port link-type trunk

port trunk permit vlan 1 to 3
undo stp enable
mirroring-group 1 monitor-port
#

interface GigabitEthernetl/0/4
port link-mode bridge

port access vlan 5

#

Example: Configure Layer 2 remote port
mirroring

Network configuration

As shown in Figure 3, configure Layer 2 remote port mirroring to monitor the outgoing traffic from the
Technical department.

Figure 3 Network diagram
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Analysis

To ensure correct forwarding of mirrored packets, assign the ports that connect intermediate devices
to the source and destination devices to the remote probe VLAN.



Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration example

is applicable:
Hardware Software version
SC 3570 switch series Release 11xx

SC 5525 switch series Release 63xx, Release 65xx, Release

6615Pxx, Release 6628Pxx
SC 5520 switch series Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx
SC 3170 switch series Release 11xx

SC 3130 switch series Release 63xx



Restrictions and guidelines

When you configure devices for remote port mirroring, configure them in the order of the destination
device, the intermediate devices, and the source device.

When you configure the monitor port for the remote destination group on the destination device,
follow these restrictions and guidelines:

. Do not use a port of an existing mirroring group.
. Use the monitor port only for port mirroring.

. For the correct operation of port mirroring, disable the spanning tree feature on the monitor port
if it is a Layer 2 interface.

. For the monitor port to forward mirrored packets to the data monitoring device without VLAN
tags, assign the monitor port to the remote probe VLAN as an access port.

When you configure the remote probe VLAN on the source and destination devices, follow these
restrictions and guidelines:

. Use an existing static VLAN that is not in use.
. Use the remote probe VLAN for port mirroring exclusively.

e  The remote mirroring groups on the source device and destination device must use the same
remote probe VLAN. Use this VLAN only for the same remote mirroring group on the source
device and destination device.

When you configure a remote source group on the source device, follow these restrictions and
guidelines:

. Do not assign source ports of the remote source group to the remote probe VLAN.

° To ensure the operation of mirroring, do not enable any of the following features on the egress
port:

o Spanning tree.

o 802.1X.

o IGMP snooping.

o Static ARP.

o MAC address learning.
e A port of an existing mirroring group cannot be configured as an egress port.
e A mirroring group contains only one egress port.

e Toimplement Layer 2 remote mirroring when the source ports are Layer 3 interfaces, you must
use the egress port method.

Procedures

Configuring Device A (the destination device)
# Create VLANs 2 and 3.

<DeviceA> system-view

[DeviceA] vlan 2 to 3

# Create VLAN-interface 2 and assign an IP address to it.
[DeviceA] interface vlan-interface 2
[DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[DeviceA-Vlan-interface2] quit

# Create VLAN-interface 3 and assign an IP address to it.



[DeviceA] interface vlan-interface 3
[DeviceA-Vlan-interface3] ip address 12.1.1.1 24

[DeviceA-Vlan-interface3] quit

# Configure GigabitEthernet 1/0/1 as a trunk port, and assign the port to VLANSs 2, 3, and 5.
[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] port link-type trunk
[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 2 3 5
[DeviceA-GigabitEthernetl1/0/1] quit

# Configure GigabitEthernet 1/0/2 as a trunk port, and assign the port to VLANSs 2 and 5.
[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port link-type trunk
[DeviceA-GigabitEthernetl/0/2] port trunk permit vlan 2 5
[DeviceA-GigabitEthernet1/0/2] quit

# Create a remote destination group.

[DeviceA] mirroring-group 1 remote-destination

# Create VLAN 5.

[DeviceA] vlan 5

[DeviceA-vlan5] quit

# Configure VLAN 5 as the remote probe VLAN of the remote destination group.

[DeviceA] mirroring-group 1 remote-probe vlan 5

# Configure GigabitEthernet 1/0/3 as the monitor port of the remote destination group.

[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/3

# Configure GigabitEthernet 1/0/3 as an access port, and assign the port to the remote probe VLAN.
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl1/0/3] port access vlan 5

# Disable the spanning tree feature on GigabitEthernet 1/0/3.
[DeviceA-GigabitEthernetl/0/3] undo stp enable
[DeviceA-GigabitEthernetl/0/3] quit

Configuring Device B (the intermediate device)
# Create VLANs 2 and 3.

<DeviceB> system-view

[DeviceB] vlan 2 to 3

# Create VLAN 5.

[DeviceB] vlan 5

[DeviceB-vlan5] quit

# Configure GigabitEthernet 1/0/1 as a trunk port, and assign the port to VLANs 2, 3, and 5.
[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl1/0/1] port link-type trunk
[DeviceB-GigabitEthernetl1/0/1] port trunk permit vlan 2 3 5
[DeviceB-GigabitEthernetl1/0/1] quit

# Configure GigabitEthernet 1/0/2 as a trunk port, and assign the port to VLANs 2, 3, and 5.
[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl1/0/2] port link-type trunk
[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 2 3 5
[DeviceB-GigabitEthernet1/0/2] quit



Configuring Device C (the source device)
# Create VLANs 2 and 3.

<DeviceC> system-view

[DeviceC] vlan 2 to 3

# Assign GigabitEthernet 1/0/1 to VLAN 2.

[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port access vlan 2
[DeviceC-GigabitEthernetl1/0/1] quit

# Assign GigabitEthernet 1/0/2 to VLAN 3.

[DeviceC] interface gigabitethernet 1/0/2
[DeviceC-GigabitEthernetl/0/2] port access vlan 3
[DeviceC-GigabitEthernetl/0/2] quit

# Create a remote source group.

[DeviceC] mirroring-group 1 remote-source

# Create VLAN 5.

[DeviceC] wvlan 5

[DeviceC-vlan5] quit

# Configure VLAN 5 as the remote probe VLAN for the remote source group.

[DeviceC] mirroring-group 1 remote-probe vlan 5

# Configure GigabitEthernet 1/0/1 as the source port of the remote source group and the mirroring
direction as inbound.

[DeviceC] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound

# Configure GigabitEthernet 1/0/3 as the egress port of the remote source group.

[DeviceC] mirroring-group 1 monitor-egress gigabitethernet 1/0/3

# Configure GigabitEthernet 1/0/3 as a trunk port, and assign the port to VLANSs 2, 3, and 5.
[DeviceC] interface gigabitethernet 1/0/3

[DeviceC-GigabitEthernetl1/0/3] port link-type trunk

[DeviceC-GigabitEthernetl/0/3] port trunk permit vlan 2 3 5
[DeviceC-GigabitEthernetl/0/3] quit

# Disable the spanning tree feature and MAC address learning on the egress port GigabitEthernet
1/0/3.

[DeviceC-GigabitEthernet1/0/3] undo stp enable
[DeviceC-GigabitEthernetl/0/3] undo mac-address mac-learning enable
[DeviceC-GigabitEthernet1/0/3] quit

Configuring Device D (the source device)
# Create VLAN 2.

<DeviceD> system-view
[DeviceD] vlan 2

[DeviceD-vlan2] quit

# Assign GigabitEthernet 1/0/1 to VLAN 2.

[DeviceD] interface gigabitethernet 1/0/1
[DeviceD-GigabitEthernetl/0/1] port access vlan 2
[DeviceD-GigabitEthernet1/0/1] quit

# # Create remote source group 1.

[DeviceD] mirroring-group 1 remote-source
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# Create VLAN 5.

[DeviceD] wvlan 5

[DeviceD-vlan5] quit

# Configure VLAN 5 as the remote probe VLAN for the remote source group.

[DeviceD] mirroring-group 1 remote-probe vlan 5

# Configure GigabitEthernet 1/0/1 as the source port of the remote source group and the mirroring
direction as inbound.

[DeviceD] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound

# Configure GigabitEthernet 1/0/2 as the egress port of the remote source group.

[DeviceD] mirroring-group 1 monitor-egress gigabitethernet 1/0/2

# Configure GigabitEthernet 1/0/2 as a trunk port, and assign the port to VLANSs 2 and 5.
[DeviceD] interface gigabitethernet 1/0/2

[DeviceD-GigabitEthernetl/0/2] port link-type trunk
[DeviceD-GigabitEthernetl/0/2] port trunk permit vlan 2 5

# Disable the spanning tree feature and MAC address learning on the egress port GigabitEthernet
1/0/2.

[DeviceD-GigabitEthernetl/0/2] undo stp enable

[DeviceD-GigabitEthernetl1/0/2] undo mac-address mac-learning enable

[DeviceD-GigabitEthernet1/0/2] quit

Verifying the configuration

1. Verify mirroring group configurations on devices:
# Display information about mirroring group 1 on Device C.
[DeviceC] display mirroring-group 1
Mirroring group 1:
Type: Remote source
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor egress port: GigabitEthernetl/0/3
Remote probe VLAN: 5
# Display information about mirroring group 1 on Device A.
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Remote destination
Status: Active
Monitor port: GigabitEthernetl/0/3
Remote probe VLAN: 5

2. Use Wireshark for packet analysis:

# Ping a Marketing department host (12.1.1.2) from a Technical department host (10.1.1.2).
(Details not shown.)

# Use Wireshark on the data monitoring device to capture the ping packets.

11



Figure 4 Ping packet analysis in Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Seee BExXx2E Qe+ TLIEE @QAQRD EDB % B
Filter: Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info

1 0.0000000010.1.1.2 calcals 2 request id=0x0167,
2 0.2016960010.1.1.2 LI T E ICMP 98 Echo (ping) request id=0x0167,
3 0.4031450010.1.1.2 12.1.1.2 ICMP 98 Echo (ping) request d=0x0167,
4 0.8045950010.1.1.2 FIE TR Ty ICMP 98 Echo (ping) request id=0x0167,
5 0.8059630010.1.1.2 12.1.1.2 ICMP 98 Echo (ping) request d=0x0167,

4 . |

\|@ Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, Src: Hewlett-_30:33:00 (b8:af:67:30:33:00), Dst:
Internet Protocol version 4, src: 10.1.1.2 (10.1.1.2), Dst: 12.1.1.2 (12.1.1.2)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
code: 0
Checksum: 0xfffo [correct]
Tdentifier (BE): 359 (0x0167)
Identifier (LE): 26369 (0x6701)
sequence number (BE): O (0x0000)
sequence number (LE): O (0x0000)
Timestamp from icmp data: Jun 29, 2014

:48:54. 641228000

1" #5%

& )%+, - /012345
67

Hangzhou_bl:d1:c2 (Oc:da:41:bl:dl:c2)

seq=3/768,
seq=4,/102: -
3

»

m

| Profile: Default

O|Inte|{R) Gigabit CT Desktop Adapter: \Dev... | Packets: 7 Displayed: 7 Marked: 0

The analysis shows that the data monitoring device can monitor the outgoing traffic from the

Technical department.

Configuration files

(D IMPORTANT:
The port link-mode command is not supported on the following switches:

e SC 3130 switch series.
. Device A:
#

mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 5
#

vlan 2 to 3

12



vlan 5

#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#

interface Vlan-interface3

ip address 12.1.1.1 255.255.255.0
#

interface GigabitEthernetl1/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 3 5
#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 2 5
#

interface GigabitEthernetl1/0/3
port link-mode bridge

port access vlan 5

undo stp enable
mirroring-group 1 monitor-port

#

Device B:

#

vlan 2 to 3
#

vlan 5

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 3 5
#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 3 5
#

Device C:

#

mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 5
#

vlan 2 to 3

#

13



vlan 5

#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2
mirroring-group 1 mirroring-port inbound
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 3 5
mirroring-group 1 monitor-egress
Device D:

#

mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 5
#

vlian 2

#

vlan 5

#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2
mirroring-group 1 mirroring-port inbound
#

interface GigabitEthernetl1/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 2 5

mirroring-group 1 monitor-egress

14



Example: Configuring Layer 3 remote port
mirroring (ERSPAN)

Network configuration

As shown in Figure 5, configure Layer 3 remote port mirroring, so that the data monitoring device can
monitor the traffic from the R&D department to Internet.

Figure 5 Network diagram
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Analysis

When configuring Layer 3 remote port mirroring, first create a mirroring group, and then configure the
source ports and monitor port for the mirroring group. Configure encapsulation parameters of
mirrored packets when configuring the monitor port of the mirroring group.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration example
is applicable:

Hardware

SC 3570 switch series
SC 5525 switch series

SC 5520 switch series

SC 3170 switch series
SC 3130 switch series
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Software version

Not supported

Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

Not supported

Not supported



Procedures

Configuring Device A

# Assign IP address 20.1.1.1 to interface GigabitEthernet 1/0/2.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port link-mode route

[DeviceA-GigabitEthernetl/0/2] ip address 20.1.1.1 24

[DeviceA-GigabitEthernet1/0/2] quit

# Assign IP addresses to other interfaces in the same way. (Details notshown.)
# Configure OSPF.

[DeviceA] ospf 1
[DeviceA-ospf-1] area 0

[DeviceA-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255
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[DeviceA-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceA-ospf-l-area-0.0.0.0] quit
[DeviceA-ospf-1] quit

# Create local mirroring group 1.

[DeviceA] mirroring-group 1 local

# Configure a source port for local mirroring group 1.
[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
# Configure the monitor port and encapsulation parameters of mirrored packets for local mirroring
group 1.
[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2 destination-ip 40.1.1.2
source-ip 20.1.1.1

Configuring Device B

# Configure OSPF.

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area 0

[DeviceB-ospf-1l-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255
[DeviceB-ospf-l-area-0.0.0.0] quit

[DeviceB-ospf-1] quit

Verifying the configuration

# Display information about mirroring group 1 on Device A.
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor port: GigabitEthernetl/0/2
Encapsulation: Destination IP address 40.1.1.2
Source IP address 20.1.1.1
Destination MAC address 1025-4125-412b
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Configuration files

(D IMPORTANT:
The port link-mode command is not supported on the following switches:

e SC 3130 switch series.

e Device A:
#
ospf 1
area 0.0.0.0
network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255
#
interface GigabitEthernetl1/0/1
port link-mode route
ip address 10.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl1/0/2
port link-mode route
ip address 20.1.1.1 255.255.255.0
mirroring-group 1 monitor-port destination-ip 40.1.1.2 source-ip 20.1.1.1
#
interface GigabitEthernetl1/0/3
port link-mode route
ip address 100.1.1.1 255.255.255.0
#
mirroring-group 1 local
mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
#
e Device B:
#
ospf 1
area 0.0.0.0
network 20.1.1.0 0.0.0.255
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network 40.1.1.0 0.0.0.255

#

interface GigabitEthernetl/0/1
port link-mode route

ip address 20.1.1.2 255.255.255.0
#

interface GigabitEthernetl/0/2
port link-mode route

ip address 40.1.1.1 255.255.255.0
#

Example: Configuring local flow mirroring

Network configuration

As shown in Figure 6, configure local flow mirroring to mirror the following traffic:
. HTTP traffic from the Technical department.

. Packets that the Technical department hosts receive from the public server cluster during
non-working hours from 18:00 to 08:30 (the next day) on working days.

Figure 6 Network diagram
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Analysis

To configure local flow mirroring, you must perform the following tasks on Device A:
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. Define traffic classes and configure match criteria to classify packets to be mirrored.

e  Configure traffic behaviors to mirror the matching packets to the port that connects to the data
monitoring device.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration example

is applicable:
Hardware Software version
SC 3570 switch series Release 11xx

SC 5525 switch series Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx
SC 5520 switch series Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

SC 3170 switch series Release 11xx

SC 3130 switch series Release 63xx

Procedures

1. Make sure Device A, Router, and the public server cluster can reach each other at Layer 3 and
Device A and Internet can reach each other at Layer 3. (Details not shown.)

2. Assign interfaces to VLANs and assign IP addresses to VLAN interfaces:
# Create VLAN 2 and VLAN 5.
<DeviceA> system-view
[DeviceA] vlan 2 5

# Create VLAN-interface 2, and assign an IP address to it, which will act as the gateway of
VLAN 2.

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 24
[DeviceA-Vlan-interface2] quit

# Create VLAN-interface 5, and assign IP address 56.56.56.5 to it.

[DeviceA] interface vlan-interface 5

[DeviceA-Vlan-interface5] ip address 56.56.56.5 24
[DeviceA-Vlan-interface5] quit

# Assign GigabitEthernet 1/0/1 to VLAN 2 and GigabitEthernet 1/0/3 to VLAN 5.
DeviceA] interface gigabitethernet 1/0/1
DeviceA-GigabitEthernetl1/0/1] port access vlan 2

[
[
[DeviceA-GigabitEthernetl/0/1] quit
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl1/0/3] port access vlan 5
[DeviceA-GigabitEthernetl/0/3] quit

3. Configure a QoS policy to mirror HTTP traffic from the Technical department:

# Create ACL 3000 and configure a rule to match packets from the Technical department to the
Internet.

[DeviceA] acl number 3000

[DeviceA-acl-ipv4-adv-3000] rule permit tcp destination-port eqg 80 source 10.1.1.0
0.0.0.255
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[DeviceA-acl-ipv4-adv-3000] quit

# Create traffic class classifier_internet, and configure the match criterion as ACL 3000.
[DeviceA] traffic classifier classifier internet
[DeviceA-classifier-classifier internet] if-match acl 3000
[DeviceA-classifier-classifier internet] quit

# Create traffic behavior behavior_internet, and configure the action of mirroring traffic to
GigabitEthernet 1/0/2.

[DeviceA] traffic behavior behavior internet

[DeviceA-behavior-behavior internet] mirror-to interface gigabitethernet 1/0/2
[DeviceA-behavior-behavior internet] quit

# Create QoS policy policy_internet, and associate traffic class classifier_internet with traffic
behavior behavior_internet in the QoS policy.

[DeviceA] gos policy policy internet
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[DeviceA-gospolicy-policy internet] classifier classifier internet behavior

behavior internet
[DeviceA-gospolicy-policy internet] quit

4. Configure a QoS policy to mirror traffic that the Technical department hosts receive from the
public server cluster:
# Create a periodic time range off-work1, setting it to be active between 0:00 and 8:30 during
working days.
[DeviceA] time-range off-workl 0:00 to 8:30 working-day
# Create a periodic time range off-work2, setting it to be active between 18:00 and 24:00
during working days.
[DeviceA] time-range off-work2 18:00 to 24:00 working-day

# Create ACL 3001, and configure two rules to match packets from the public server cluster to
the Technical department hosts in non-working hours on working days.

[DeviceA] acl number 3001

[DeviceA-acl-ipv4-adv-3001] rule permit ip destination 10.1.1.0 0.0.0.255 source
14.1.1.0 0.0.0.255 time-range off-workl

[DeviceA-acl-ipv4-adv-3001] rule permit ip destination 10.1.1.0 0.0.0.255 source
14.1.1.0 0.0.0.255 time-range off-work2

[DeviceA-acl-ipv4-adv-3001] quit

# Create traffic class classifier_server, and configure the match criterion as ACL 3001.
[DeviceA] traffic classifier classifier server
[DeviceA-classifier-classifier server] if-match acl 3001

[DeviceA-classifier-classifier server] quit

# Create traffic behavior behavior_server, and configure the action of mirroring traffic to
GigabitEthernet 1/0/2.

[DeviceA] traffic behavior behavior server

[DeviceA-behavior-behavior server] mirror-to interface gigabitethernet 1/0/2
[DeviceA-behavior-behavior server] quit

# Create QoS policy policy_server, and associate traffic class classifier_server with traffic
behavior behavior_server in the QoS policy.

[DeviceA] gos policy policy server

[DeviceA-qgospolicy-policy server] classifier classifier server behavior

behavior server
[DeviceA-gospolicy-policy server] quit

5.  Apply the QoS policies:
# Apply QoS policy policy_internet to the inbound direction of GigabitEthernet 1/0/1.
[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] gos apply policy policy internet inbound
[DeviceA-GigabitEthernetl1/0/1] quit
# Apply QoS policy policy_server to the inbound direction of GigabitEthernet 1/0/3.
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] gos apply policy policy server inbound
[DeviceA-GigabitEthernetl1/0/3] quit

Verifying the configuration

1. Display local flow mirroring information on Device A.
[DeviceA] display gos policy interface

Interface: GigabitEthernetl/0/1
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Direction: Inbound
Policy: policy internet
Classifier: classifier internet
Operator: AND
Rule (s)
If-match acl 3000
Behavior: behavior internet
Mirroring:

Mirror to the interface: GigabitEthernetl/0/2

Interface: GigabitEthernetl1/0/3
Direction: Inbound
Policy: policy server
Classifier: classifier server
Operator: AND
Rule (s)
If-match acl 3001
Behavior: behavior server
Mirroring:
Mirror to the interface: GigabitEthernetl/0/2
Use Wireshark for packet analysis:
# Use a Technical department host (10.1.1.2) to access the IP address 46.46.46.4 and port 80
through Telnet. (Details not shown.)
# Use Wireshark on the data monitoring device to capture the packets.

Figure 7 HTTP traffic analysis in Wireshark
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The analysis shows that the data monitoring device can monitor the HTTP traffic from the
Technical department.

# On a non-working hour of a working day, ping a public server (14.1.1.2) from a Technical
department host (10.1.1.2). (Details not shown.)

# Use Wireshark on the data monitoring device to capture the ping packets.
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Figure 8 Ping packet analysis in Wireshark
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The analysis shows that the data monitoring device can monitor the traffic that the public server
cluster send to the Technical department during non-working hours on working days.

Configuration files

(D IMPORTANT:
The port link-mode command is not supported on the following switches:

e SC 3130 switch series.

vlan 2

vlan 5
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
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#
interface Vlan-interface5

ip address 56.56.56.5 255.255.255.0
#

time-range off-workl 00:00 to 08:30 working-day

time-range off-work2 18:00 to 24:00 working-day
#
acl number 3000

rule 0 permit tcp source 10.1.1.0 0.0.0.255 destination-port eqg www
acl number 3001

rule 0 permit ip source 14.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 time-range
off-workl

rule 5 permit ip source 14.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 time-range
off-work?2

#
traffic classifier classifier internet operator and
if-match acl 3000
traffic classifier classifier server operator and
if-match acl 3001

#
traffic behavior behavior internet

mirror-to interface GigabitEthernetl/0/2
traffic behavior behavior server

mirror-to interface GigabitEthernetl/0/2

#
gos policy policy internet

classifier classifier internet behavior behavior internet
gos policy policy server

classifier classifier server behavior behavior server
#
interface GigabitEthernetl1/0/1

port link-mode bridge

port access vlan 2

gos apply policy policy internet inbound
#
interface GigabitEthernetl1/0/3

port link-mode bridge

port access vlan 5

gos apply policy policy server inbound

#
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Example: Configuring Layer 3 remote flow
mirroring (common Layer 3 routes)

Network configuration

As shown in Figure 9, configure Layer 3 remote flow mirroring to enable the server to monitor the
R&D Department's HTTP traffic to network 100.1.1.1.

Figure 9 Network diagram
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Analysis

To configure remote flow mirroring, you must perform the following tasks:

. Define traffic classes and configure match criteria to classify packets to be mirrored.

e  Configure traffic behaviors to mirror the matching packets to a port and re-encapsulate the
matching packets so that the packets can be forwarded to the data monitoring server.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration example
is applicable:
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Hardware Software version

SC 3570 switch series Not supported

SC 5525 switch series Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

SC 5520 switch series Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

SC 3170 switch series Not supported

SC 3130 switch series Not supported

Procedures

Configuring Device A

1.

Assign IP addresses to interfaces.
The following example assigns IP address 20.1.1.1 to GigabitEthernet 1/0/2.
<DeviceA> system-view

DeviceA] interface gigabitethernet 1/0/2

[

[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 20.1.1.1 24
[

DeviceA-GigabitEthernetl1/0/2] quit
Configure the QoS policy policy_research:

# Create ACL 3000, and configure a rule to match packets from the R&D department to access
the Internet.

[DeviceA] acl number 3000

[DeviceA-acl-adv-3000] rule permit tcp destination 100.1.1.0 0.0.0.255
destination-port eq 80 source 10.1.1.0 0.0.0.255

[DeviceA-acl-adv-3000] quit
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# Create the traffic class classifier_research, and configure the match criterion as ACL 3000.
[DeviceA] traffic classifier classifier research
[DeviceA-classifier-classifier research] if-match acl 3000
[DeviceA-classifier-classifier research] quit

# Create the traffic behavior behavior_research, configure the action of mirroring traffic to

GigabitEthernet 1/0/2 and encapsulate the packets with source IP address 20.1.1.1 and
destination IP address 40.1.1.2.

[DeviceA] traffic behavior behavior research

[DeviceA-behavior-behavior research] mirror-to interface gigabitethernet 1/0/2
destination-ip 40.1.1.2 source-ip 20.1.1.1

[DeviceA-behavior-behavior research] quit
# Create the QoS policy policy_research.

[DeviceA] gos policy policy research

# Associate the traffic class classifier_research with the traffic behavior behavior_research
in the QoS policy.

[DeviceA-qospolicy-policy research] classifier classifier research behavior
behavior research

[DeviceA-gospolicy-policy research] quit
# Apply the QoS policy to the inbound direction of GigabitEthernet 1/0/1.
[DeviceA] interface GigabitEthernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] gos apply policy policy research inbound
[DeviceA-GigabitEthernetl/0/1] quit

Configuring Device B
# Assign IP addresses to interfaces. The following example assigns IP address 20.1.1.2 to
GigabitEthernet 1/0/1.
<DeviceB> system-view
[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernet1/0/1] port link-mode route
[DeviceB-GigabitEthernet1/0/1] ip address 20.1.1.2
[DeviceB-GigabitEthernet1/0/1] quit

# Configure the OSPF protocaol.

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area 0

[DeviceB-ospf-l-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255
[DeviceB-ospf-1l-area-0.0.0.0] quit

[DeviceB-ospf-1] quit

Verifying the configuration

# Display remote flow mirroring configuration on Device A.
[DeviceA] display gos policy interface
Interface: GigabitEthernetl/0/1

Direction: Inbound

Policy: policy research

Classifier: classifier research

Operator: AND
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Rule (s)
If-match acl 3000
Behavior: behavior research
Mirroring:
Mirror to the interface: GigabitEthernetl/0/2
Encapsulation: Destination IP address 40.1.1.2

Source IP address 20.1.1.1
Destination-MAC 1025-4125-412b

Configuration files

e Device A:

#
traffic classifier classifier research operator and
if-match acl 3000

#
traffic behavior behavior research

mirror-to interface GigabitEthernetl/0/2 destination-ip 40.1.1.2 source-ip 20.1.1.1
#
gos policy policy research

classifier classifier research behavior behavior research
#

interface GigabitEthernetl/0/2

port link-mode route

ip address 20.1.1.1 255.255.255.0

#

interface GigabitEthernetl/0/1

port link-mode route

ip address 10.1.1.1 255.255.255.0

gos apply policy policy research inbound

#
acl number 3000

rule 0 permit tcp source 10.1.1.0 0.0.0.255 destination-port eqg www

#

. Device B:
#
ospf 1

area 0.0.0.0
network 20.1.1.0 0.0.0.255
network 40.1.1.0 0.0.0.255
#
interface GigabitEthernetl1/0/1
port link-mode route
ip address 20.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/2
port link-mode route

ip address 40.1.1.1 255.255.255.0
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#

Example: Configuring flow mirroring in a
flexible way

Network configuration

As shown in Figure 10, configure flow mirroring to monitor the network traffic by using the data
monitoring devices as follows:

. On the data monitoring device connected to Device A:
o Monitor the traffic from public servers.

o Monitor the traffic from the file server only in the non-working hours (18:00 to 8:30 of the
next day) on working days.

o Monitor the traffic from the Marketing department to the Internet, except the traffic from the
Marketing department manager office to the Internet.

e  On the data monitoring device connected to Device B:
o Monitor the traffic from the Technical department hosts and the server for external access.

o Monitor the outgoing traffic from the server in non-working hours (18:00 to 8:30 of the next
day) on working days.

Figure 10 Network diagram
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Analysis

To filter data from a specific source, use one of the following methods:

Apply a QoS policy of denying traffic to the outgoing interface of the mirrored data. The data
from the specified source is not received by the data monitoring device.

Configure a class-behavior association to permit the data from the specified source, and then
issue the class-behavior association before the class-behavior association for mirroring. Data
from the specified source is not mirrored.

Use the packet-£filtercommand on the outgoing interface of the mirrored data. The data

from the specified source is not received by the data monitoring device.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration example
is applicable:

Hardware
SC 3570 switch series

SC 5525 switch series

SC 5520 switch series

SC 3170 switch series
SC 3130 switch series

Procedures

Configuring Device A to mirror traffic from the public servers

1.

Software version

Release 11xx
Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

Release 63xx, Release 65xx, Release
6615Pxx, Release 6628Pxx

Release 11xx

Release 63xx

Configure a QoS policy to mirror traffic from all public servers:

# Create ACL 2000 to match packets from subnet 14.1.1.0/24.

<DeviceA> system-view

[DeviceA] acl number 2000

[DeviceA-acl-ipv4-basic-2000] rule permit source 14.1.1.0 0.0.0.255
[DeviceA-acl-ipv4-basic-2000] quit

# Create traffic class classifier_servers, and configure the match criterion as ACL 2000.
[DeviceA] traffic classifier classifier servers
[DeviceA-classifier-classifier servers] if-match acl 2000
[DeviceA-classifier-classifier servers] quit

# Create traffic behavior behavior_servers, and configure the action of mirroring traffic to
GigabitEthernet 1/0/3.

[DeviceA] traffic behavior behavior servers
[DeviceA-behavior-behavior servers] mirror-to interface gigabitethernet 1/0/3
[DeviceA-behavior-behavior servers] quit

# Create QoS policy policy_servers, and associate traffic class classifier_servers with traffic
behavior behavior_servers in the QoS policy.

[DeviceA] gos policy policy servers
[DeviceA-gospolicy-policy servers] classifier classifier servers behavior

behavior_servers
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[DeviceA-gospolicy-policy servers] quit

# Apply QoS policy policy_servers to the inbound direction of GigabitEthernet 1/0/4.
[DeviceA] interface gigabitethernet 1/0/4

[DeviceA-GigabitEthernetl/0/4] gos apply policy policy servers inbound
[DeviceA-GigabitEthernetl1/0/4] quit

Configure a QoS policy to filter packets from the file server in working hours:

# Create a periodic time range work-time, setting it to be active between 8:30 and 18:00 during

working days.
[DeviceA] time-range work-time 8:30 to 18:00 working-day

# Create ACL 2001, and configure a rule to match packets from 14.1.1.10 in working hours on
working days.

[DeviceA] acl number 2001
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[DeviceA-acl-ipv4-basic-2001] rule permit source 14.1.1.10 0.0.0.0 time-range

work-time

[DeviceA-acl-ipv4-basic-2001] quit

# Create traffic class classifier_fileserver, and configure the match criterion as ACL 2001.
[DeviceA] traffic classifier classifier fileserver
[DeviceA-classifier-classifier fileserver] if-match acl 2001
[DeviceA-classifier-classifier fileserver] quit

# Create traffic behavior behavior_fileserver, and configure the action of denying traffic.
[DeviceA] traffic behavior behavior fileserver

[DeviceA-behavior-behavior fileserver] filter deny

[DeviceA-behavior-behavior fileserver] quit

# Create QoS policy policy_fileserver, and associate traffic class classifier_fileserver with
traffic behavior behavior_fileserver in the QoS policy.

[DeviceA] gos policy policy fileserver

[DeviceA-gospolicy-policy fileserver] classifier classifier fileserver behavior

behavior fileserver

[DeviceA-gospolicy-policy fileserver] quit

# Apply QoS policy policy_fileserver to the outbound direction of GigabitEthernet 1/0/3.
[DeviceA] interface gigabitethernet 1/0/3

[DeviceA-GigabitEthernetl/0/3] gos apply policy policy fileserver outbound
[DeviceA-GigabitEthernetl1/0/3] quit

Configuring Device A to mirror the Internet traffic from the Marketing department

1. Create a traffic class and a traffic behavior for the packets:
# Create ACL 3000, and configure a rule to match packets from subnet 12.1.1.0/24.
[DeviceA] acl number 3000

[DeviceA-acl-ipv4-adv-3000] rule permit tcp destination-port eq 80 source 12.1.1.0
0.0.0.255

[DeviceA-acl-ipv4-adv-3000] quit

# Create traffic class classifier_market, and configure the match criterion as ACL 3000.
[DeviceA] traffic classifier classifier market
[DeviceA-classifier-classifier market] if-match acl 3000

[DeviceA-classifier-classifier market] quit

# Create traffic behavior behavior_market, and configure the action of mirroring traffic to
GigabitEthernet 1/0/3.

[DeviceA] traffic behavior behavior market
[DeviceA-behavior-behavior market] mirror-to interface gigabitethernet 1/0/3
[DeviceA-behavior-behavior market] quit

2. Create a traffic class and a traffic behavior for the packets from the manager office:
# Create ACL 3001, and configure a rule to match packets from 12.1.1.100.
[DeviceA] acl number 3001

[DeviceA-acl-ipv4-adv-3001] rule permit tcp destination-port eq 80 source 12.1.1.100
0.0.0.0

[DeviceA-acl-ipv4-adv-3001] quit

# Create traffic class classifier_market_mgr, and configure the match criterion as ACL 3001.
[DeviceA] traffic classifier classifier market mgr
[DeviceA-classifier-classifier market mgr] if-match acl 3001

[DeviceA-classifier-classifier market mgr] quit
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# Create traffic behavior behavior_market_mgr, and configure the action of permitting traffic to
pass through.

[DeviceA] traffic behavior behavior market mgr
[DeviceA-behavior-behavior market mgr] filter permit
[DeviceA-behavior-behavior market mgr] quit

3. Create a QoS policy and associate the traffic classes and traffic behaviors:
# Create QoS policy policy _market.
[DeviceA] gos policy policy market
# Associate traffic class classifier_market_mgr with traffic behavior behavior_market_mgr in
the QoS policy.
[DeviceA-gospolicy-policy market] classifier classifier market mgr behavior
behavior market mgr
# Associate traffic class classifier_market with traffic behavior behavior_market in the QoS
policy.
[DeviceA-gospolicy-policy market] classifier classifier market behavior

behavior market
# Display the sequence of issuing the class—behavior associations.
[DeviceA-gospolicy-policy market] display this
#
gos policy policy market
classifier classifier market mgr behavior behavior market mgr
classifier classifier market behavior behavior market
#
return
[DeviceA-gospolicy-policy market] quit
The output shows that the class—behavior association for the manager office are issued first.
The packets from the manager office to access the Internet are not mirrored.
4.  Apply QoS policy policy_market to the inbound direction of GigabitEthernet 1/0/2.
[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] gos apply policy policy market inbound
[DeviceA-GigabitEthernet1/0/2] quit

Configuring Device B to mirror traffic from the Technical department

1. Configure local mirroring on Device B:
# Create local mirroring group 1.
<DeviceB> system-view
[DeviceB] mirroring-group 1 local
# Configure the mirroring group to monitor the incoming traffic of the port GigabitEthernet 1/0/1.
[DeviceB] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
# Configure GigabitEthernet 1/0/2 as the monitor port of the mirroring group.
[DeviceB] mirroring-group 1 monitor-port gigabitethernet 1/0/2
2. Configure an ACL to filter the outgoing traffic from the server (10.1.1.2) in working hours:

# Create a periodic time range work-time, setting it to be active between 8:30 and 18:00 during
working days.

[DeviceB] time-range work-time 8:30 to 18:00 working-day

# Create ACL 2000, and configure a rule to deny packets from 10.1.1.2 in working hours on
working days.

[DeviceB] acl number 2000

[DeviceB-acl-ipv4-basic-2000] rule deny source 10.1.1.2 0.0.0.0 time-range work-time
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[DeviceB-acl-ipv4-basic-2000] quit

# Apply ACL 2000 to filter the outgoing traffic on GigabitEthernet 1/0/2.
[DeviceB] interface gigabitethernetl/0/2
[DeviceB-GigabitEthernetl/0/2] packet-filter 2000 outbound
[DeviceB-GigabitEthernetl1/0/2] quit

Verifying the configuration

1. Verify flow mirroring configurations on devices:
# Display flow mirroring information on Device A.
[DeviceA] display gos policy interface
Interface: GigabitEthernetl/0/2

Direction: Inbound
Policy: policy market
Classifier: classifier market mgr
Operator: AND
Rule(s) : If-match acl 3001
Behavior: behavior market mgr
Filter enable: Permit
Classifier: classifier market
Operator: AND
Rule(s) : If-match acl 3000
Behavior: behavior market
Mirroring:

Mirror to the interface: GigabitEthernetl/0/3

Interface: GigabitEthernetl/0/3

Direction: Outbound

Policy: policy fileserver

Classifier: classifier fileserver
Operator: AND
Rule(s) : If-match acl 2001
Behavior: behavior fileserver
Mirroring:

Mirror to the interface: GigabitEthernetl/0/3

Interface: GigabitEthernetl/0/4
Direction: Inbound
Policy: policy servers
Classifier: classifier servers
Operator: AND
Rule(s) : If-match acl 2000
Behavior: behavior servers
Mirroring:
Mirror to the interface: GigabitEthernetl/0/3
# Display information about mirroring group 1 on Device B.
[DeviceB] display mirroring-group 1

Mirroring group 1l:
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Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor port: GigabitEthernetl/0/2
Use Wireshark for packet analysis:

# Use a Marketing department host (12.1.1.2) and the manager's host (12.1.1.100) to access
the IP address 57.57.57.7 and port 80 through Telnet. (Details not shown.)

# Use Wireshark on the data monitoring device connected to Device A to capture the packets.

Figure 11 HTTP traffic analysis in Wireshark

- - — - s ™
E Capturing from Intel(R) Gigabit CT Desktop Adapter: \Device\NPF_{808C8880-075D-4B9B-A00E-523EFELC2079} [Wireshark 1.8.1 (S... E‘E‘&J

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEHSeY BEXEE AT L Qaen #Emsx 8

Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.0000000012.1.1.2 .57.7 60 tht-treasure > http [SYN] Seq=0 Win=8192 Ler
2 0.0039810012.1.1.2 57.57.57.7 TCP 60 tht-treasure > http [Ack] Seg=1 ack=1 win=8
3 0.0040450012.1.1.2 57.57.57.7 HTTP 63 Continuation or non-HTTP traffic
4 4.4604290012.1.1.2 57.57.57.7 HTTP 60 Continuation or non-HTTP traffic
i 5 4.4604580012.1.1.2 57.57.57.7 TCP 60 tht-treasure > http [FIN, ACK] Seg=11 Ack=1
6 4.4654460012.1.1.2 57.57.57.7 TCP 60 tht-treasure > http [Ack] Seg=12 aAck=2 win=§
|
|
4 1 | }

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: 74:25:8a:0f:81:34 (74:25:8a:0f:81:34), Dst: Hangzhou_bl:dl:c2 (Oc:da:41:bl:d1:c2)
Internet Protocol version 4, Src: 12.1.1.2 (12.1.1.2), Dst: 57.57.57.7 (57.57.57.7)
= Transmission Control Protocol, Src Port: tht-treasure (1832), Dst Port: http (B0O), Seq: 0, Len: O
Source port: tht-treasure (1832)
Destination port: http (80}
[stream index: 0]
Il Sequence number: 0 (relative sequence number)
Header Tlength: 24 bytes
Flags: 0x002 (5YN)
window size value: 8192
[calculated window size: 8192]
Checksum: 0x4c2d [validation disabled]
options: (4 bytes), Maximum segment size

0000 Oc da 41 bl dl c2 74 25 B8a 0Of 81 34 08 00 45 00
0010 00 2c 11 eb 00 00 ff 06 2a 9e Oc 01 01 02 39 39
0020 39 07 07 28 00 50 77 fO 2d 4e 00 00 00 00 &0 02
0030 20 00 4c 2d 00 00 02 04 05 b4 00 00

H
| @ |Intel(R) Gigabit CT Desktop Adapter: \Dev... | Packets: 6 Displayed: 6 Marked: 0 Profile: Default

The analysis shows that the data monitoring device monitors the traffic only from the Marketing
department host (12.1.1.2). The traffic from the manager office is not monitored.
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Configuration files

(D IMPORTANT:
The port link-mode command is not supported on the following switches:

SC 3130 switch series.

Device A:
#

time-range work-time 08:30 to 18:00 working-day

#
acl number 2000

rule 0 permit source 14.1.1.0 0.0.0.255

acl number 2001

rule 0 permit source 14.1.1.10 0O time-range work-time

#

acl number 3000
rule 0 permit tcp

acl number 3001
rule 0 permit tcp

#

traffic classifier
if-match acl 2000

traffic classifier
if-match acl 2001

traffic classifier
if-match acl 3000

traffic classifier
if-match acl 3001

#

source 12.1.1.0 0.0.0.255 destination-port eqg www

source 12.1.1.100 0 destination-port eg www

classifier servers operator and

classifier fileserver operator and

classifier market operator and

classifier market mgr operator and

traffic behavior behavior servers

mirror-to interface GigabitEthernetl/0/3

traffic behavior behavior fileserver

filter deny

traffic behavior behavior market

mirror-to interface GigabitEthernetl/0/3

traffic behavior behavior market mgr
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filter permit

#
gos policy policy fileserver

classifier classifier fileserver behavior behavior fileserver
gos policy policy market

classifier classifier market mgr behavior behavior market mgr
classifier classifier market behavior behavior market
gos policy policy servers

classifier classifier servers behavior behavior_ servers
#

interface GigabitEthernetl/0/1

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 2

#

interface GigabitEthernetl1/0/2

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 3

gos apply policy policy market inbound

#

interface GigabitEthernetl1/0/3

port link-mode bridge

gos apply policy policy fileserver outbound

#

interface GigabitEthernetl/0/4

port link-mode bridge

port access vlan 5

ip address 57.57.57.5 255.255.255.0

gos apply policy policy servers inbound

#
Device B:

#

mirroring-group 1 local

#

time-range work-time 08:30 to 18:00 working-day

#
acl number 2000

rule 0 deny source 10.1.1.2 0 time-range work-time
#

interface GigabitEthernetl1/0/1

port link-mode bridge

port access vlan 2

mirroring-group 1 mirroring-port inbound

#

interface GigabitEthernetl/0/2

port link-mode bridge

packet-filter 2000 outbound
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#

mirroring-group 1 monitor-port

39



